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About the Speaker

« Ethical Hacker and Lead Penetration Tester, 13+ years of experience,
security consulting for over 80+ companies from various industries in

more than 40 countries, among which: finance, energy, pharma, retail,
ride-sharing and telecom.

* Founder of www.ituniversity.ro platform delivering online
cybersecurity trainings - over 114000 online students worldwide

« Qualified Trainer for prestigious international cybersecurity
conferences and certifications in 15+ years

. Certifications: Msc., OSCP, OSCE, OSWE, OSWP, CREST CRT, CEH,
, . ECSA, CEI, ISO 27001 LA, CHFI, CREST CPSA, CCNA, CCNA
gabriel.avramescu@awakeness.ai  ggCURITY, CCNP R&S, ECIH, ICS-SCADA Cybersecurity, etc.
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http://www.ituniversity.ro/

IN THIS CORNER W& HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS SO TWARE , E
= AD IN THI9 CORNER,
| W HAVE DAVE//
Let’s talk
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Let’s begin by
eading the press
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Security

Microsoft confirms Lapsus$ breach after
g hackers publish Bing, Cortana source
code

Search Q

TechCrunch+ Carly Page @carlypage_ / 5:33 PM GMT+2 « March 23, 2022 L] comment
Startups

Venture

Security

Al

Crypto

Apps

Events

Startup Battlefield

More

- SIM swap attack to gain control of an employee’s phone number and text messages
« Gain access to multi-factor authentication (MFA) codes needed to log in to an organization.
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https://techcrunch.com/2018/08/20/what-happens-when-hackers-steal-your-sim-you-learn-to-keep-your-crypto-offline/
https://techcrunch.com/tag/multi-factor-authentication/
https://techcrunch.com/2022/03/23/microsoft-lapsus-hack-source-code/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAANe_e9co6e4haa2Ris1qdjCWFysCwldQcIWQRhDM2Dovpgy7MjtAZhMnbWQlG8YO_mLGEHedmDau0lyf5-KFaAgFbsxFYEHOAkeofmac8__45oLoGNKZi567RPvqu2Zf9wvVWLkTw66z12C-5qfG9PRtbFEOKv-W5oJDBdb4XVCv

Deep Fake Impersonation

News Features Tips Webinars 2023 IT Salary Survey Results More

Security Analytics & Application & Cloud Compliance Data Security & More Topics
Automation Platform Security Security Privacy

O
TechTarget

Vishing was used to
compromise the
company.

Okta: Caesars, MGM hacked in social engineering
campaign

Identity management vendor Okta had previously disclosed that four unnamed
customers had fallen victim to a social engineering campaign that affected victims'

MFA protections. Al was used for voice
e By Alexander Culafi, Senior News Writer Published: 20 Sep 2023 Clon i ng
Identity management vendor Okta confirmed that two of its customers, casino giants Caesars
Entertainment and MGM Resorts, were compromised via social engineering attacks. The COSt OV@F $1OO M
Las Vegas was rocked this month by a cyber attack on MGM Resorts, which affected several Ove ra |'|' fo r MG M to
hotels and casinos. MGM published a statement on Sept. 11 claiming that a "cybersecurity issue resto re |tS Se rV| Ces

affecting some of the Company's systems" had occurred, after guests reported significant

disruptions with MGM resort and casino amenities. In a follow-up statement posted Tuesday

night, MGM Resorts said its gaming floors and resort services were "operating normally." S— $15 M aS ra n SO m\x/a re for

In addition, Caesars confirmed an attack via an 8-K filing published Sept. 14 and said an Ca esa rS
Related Content

"unauthorized actor" had stolen data in a social engineering attack targeting an outsourced IT

support vendor. The company said it "recently identified suspicious activity" in its network and T rr———

engineering ...

determined that on Sept. 7 threat actors had obtained corporate data, including a loyalty program ~ Security

database with members' Social Security and driver's license numbers.
Okta confirms link to cyber attacks on Las Vegas AWAKEN ESSAI

Intelligent Cybersecurity Awareness
— ComputerWeekly.com



https://www.techtarget.com/searchunifiedcommunications/definition/vishing

Deep Fake Impersonation - Whaling
and Vishing
= @©W World Africa Americas Asia Australia China Europe India Middle East United Kingdom « Attackers used de epf ake
World / Asia video technology and all
participants of the call

were in fact synthetic
generations

Finance worker pays out $25 million after video

call with deepfake ‘chief financial officer’

4 \ By Heather Chen and Kathleen Magramo, CNN
® 2 minute read - Published 2:31 AM EST, Sun February 4, 2024

e The video call was with
his CFO and other
“employees”
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Email phishing Word file with mw Executes hidden Downloads and
campaign malicious macro PowerShell task runs Metasploit

] - Lives in Memory
Fileless Malware

- Evasion Techniques - challenging to be
detected

* It requires behavior-based detection
strategies

AWAKENESS.Al
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AV Scan Results: Before
obfuscation 10/26

% AntiScanMe  #login  &SignUp  @Faq

log % Contact

% Detected by Scan Date
10/26 08-12-2022 13:37:19

Your file has been scanned with 26 different antivirus software (no results have been distributed).
The results of the scans has been provided below in alphabetical order.

0 Ad-Aware Antivirus: detected Fortinet: VBA/Agent. MRPH!tr

J§ AnhnLab V3 Internet Security: Clean F-Secure: Trojan:W97M/MaliciousMacro.GEN

&) Alyac Internet Security: IKARUS: Clean

VB.Heur2.Downloader.2.5DDB7C84.Gen Kaspersky:/Clean

2(d,
Avast: Clean McAfee: X37M/Downloader.hb

AVG: Clean
Malwarebytes: Clean

Avira: HEUR/Macro.Downloader.MRPH.Gen
Panda Antivirus: Clean
BitDefender: VB:Trojan.Valyria.6432
/) Sophos: Clean
BullGuard: detected

A 08K

Trend Micro Internet Security: Clean
ClamAV: Clean

e
-

Webroot SecureAnywhere: Clean
Comodo Antivirus: Clean

[ A

Windows 10 Defender: Clean
DrWeb: modification of W97M.Suspicious.1

Zone Alarm: Clean
Emsisoft: VB.Heur2.Downloader.2.5DDB7C84.Gen

(J Zillya: Clean

QA e

Eset NOD32: Clean

AWAKENESS. Al
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antiscan.me/scan/new/result?id=AcKMI8p5dEI3 Ca ¢

$ AntiScan.Me | 3.5.2 powershell reverse 8080 - original - Copy (2) 2.doc.exe | 4/26
A l l e l 4/ 2 6 Up @Fag :Blog & Contact

Il Filename O MD5
3.5.2 powershell reverse 8080 - original - Copy (2) 2.doc.exe 07a17c94b6942d17e5a6187c92cec4b2

% Detected by Scan Date
4126 27-06-2023 13:30:39

Your file has been scanned with 26 different antivirus software (no results have been distributed).
The results of the scans has been provided below in alphabetical order.

KEYLOGGERug. = XLL EXCEL

NOTICE: Some AV can work unstably and scan take more time.
Ad-Aware Antivirus: Clean @ Fortinet: Clean

AhnLab V3 Internet Security: Clean F-Secure: Trojan:W97M/MaliciousMacro.GEN

" Alyac Internet Security: Clean IKARUS: Clean

SEEEC Kaspersky: HEUR:Trojan-Downloader.Script.Generic

AVG: Cl
f=an McAfee: X97M/Downloader.hb

Avira: Clean

With Al obfuscation 3/26 i

BitDefender: Clean
Panda Antivirus: Clean

BullGuard: Clean
Sophos: Clean
ClamAV: Clean
AWAKENESS.AI Trend Micro Internet Security: Clean

Intelligent Cybersecurity Awareness Comodo Antivirus: Clean

0 Webroot SecureAnywhere: Clean



‘:) Security Warning Macros have been disabled. Options...

b4

W Enable Editing and Enable Contentto adjust the
encoding of this Microsoft Word ™ document.

SECURED BY

RSA

« RSA Encrypted Message

This file is secured with RSA key
Please enable content to view the document

—~RSA PROTECTED DATABEGIN--

9/4AAQSkZIRgABAgEBLAEsAAD/ARLDRXhpZgAATUOAKgAAAAgABWESAAMAAAABAAEAA
AEaAAUAAAABAAAAYgEbAAUAAAABAAAAagEoAAMAAAABAAIAAAEXAAIAAAACAAAACE
EyAATAAAAUAAAAjodpAAQAAAABAAAAPAAAANAALCbAAAANEAAtxsAAACCcQQWRvYmUg

ZIP encrypt it first ’"due to GDPR”. Send the password via
LinkedlIn or other communication channel

AWAKENESS.AI
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porna (D @ P

Accounts Management & Business Support [+44 127...

T =TT e s ——

be interested. We offer a generous referral bonus of
€1000.
Many Thanks

Donna Harrison

& Download

TECHNOLOGY CONSU...

2o 815 KB

TODAY

ﬁ Gabriel Avramescu - 5:39 PV
}_

=~ Hello, | would be interested in Technology Consulting
role. | will send you the resume. But due to GDPR, it
will be zip Encrypted and Encoded, the password is
"Beautiful-Day$1" and you must enable the Macro to
decrypt it as well, after you open the document. Thank
you and looking forward to hear from you.

Write a message...

LN




Demo Time -
phishing: fileless
malware
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Phishing. Old but
gold
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What about phishing...

* More difficult since 2FA but still possible using
reverse proxy and session hijacking

 More and more the need for proper security
awareness required and phishing resisting MFA

« Still very spread and used
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no-reply@sharepointonline.com @sans.org>
File "Copy of sans July Bonus 24JUL2020.xis" has been shared with
To: r

“?’SANS disclosed a security breach which was the
A file has been shared with result of a successful phishing campaign.”

@sans.org

Updated post our conversation.

SANS Contact Sales

¥

Copy of July Bonus 24JUL2020.xIs

e This link will work for anyone in sans company.

“ *j‘; ;Ir SANS DFIR
SANS Data Incident 2020 - Indicators of
Compromise

Source

August 13,2020

On Tuesday, August 11, 2020, SANS disclosed a security breach which was the result of a successful phishing campaign. As described in the

disclosure found at https://www.sans.org/dataincident2020, the phishing email enticed a single user to install a malicious Office 365 add-
AWAKENESS.AI in for their account. The 0365 add-in caused a forwarding rule to be configured on the victim’s account, which resulted in 513 emails being
MG forwarded to an unknown external email address. In this article, we are publishing specific details and indicators of compromise associated
with this attack in the hope that it will help the community detect and respond to any similar attacks.



https://www.sans.org/blog/sans-data-incident-2020-indicators-of-compromise/

Demo - phishing:
MFA and session
hijacking
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Spot the difference

https://github.comykuberneteskubernetesarchivetefstags{@ad
ditionalresources.zip

https://github.com/kubernetes/kubernetes/archive/refs/tags/addi
tionalresources.zip
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https://github.com∕kubernetes∕kubernetes∕archive∕refs∕tags∕@additionalresources.zip
https://github.com∕kubernetes∕kubernetes∕archive∕refs∕tags∕@additionalresources.zip
https://github.com%E2%88%95kubernetes%E2%88%95kubernetes%E2%88%95archive%E2%88%95refs%E2%88%95tags%E2%88%95@v1271.zip/
https://github.com%E2%88%95kubernetes%E2%88%95kubernetes%E2%88%95archive%E2%88%95refs%E2%88%95tags%E2%88%95@v1271.zip/

Demo - phishing
ZIp domains
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Let’s get physicall
The “keyboard”
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Remember the
Duck. Rubber
Ducky!

* Looks like an USB stick
but it emulates a USB
keyboard — which
means it accepts
keystroke commands
from the device just as if
a person was typing them
in.

» Since it’'s a keyboard, it
may bypass most of
USB Lock software
(they are mostly
configured to block USB
Storage)

AWAKENESS.A
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But, nobody
trusts USB
sticks

nowadays!

But what
about a
mouse?




7 &

What about a charging cable? O.MG indeed!

f -
ome = o° 00

SYSLOG KEYLOG PAYLOAD
1 ICKY_LANG US
3 STRING Hello,

4 WRITE World!
ERROR: Unrecognized command:
'WRITE'. Did you mean 'STRING'?

ENTER

w

SAVE LOAD RUN

AWAKENESS. Al
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Demo - “can you,
please, charge my
phone?”
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What is Awakeness.Al AWAKENESS.AI

Intelligent Use Al and data
cybersecurity science to
awareness improve employee
startup cyber resilience

J
In compliance with NIS2 and DORA

J




Some of the features

Reporting * Multi-language support
“ Awakeness Scoring  Simulations  LearningHub  Users 4 Export.. 3] Show: Organisation v i ] CI u d i ) g RO man i an
& _ ! = « Learning Hub Library
" - Why is your company’s Awakeness Scoring important? . S i m u l a te d P h i S h i n g

vigilance of your employees against various cyber threats, including phishing attempts, email
/ scams, and other forms of digital attacks. This score reflects the collective awareness and Atta C k S

‘/9 . Your company’s Awakeness Scoring is a crucial metric that measures the overall readiness and

preparedness of your workforce in identifying, responding to, and preventing potential security

sy ing, Evolution &
Arsi?; Eviakeness Score indicates that your employees are well-trained, alert, and capable of ° Tra C k' n g ) Vo u ' o n

recognizing and thwarting cyber threats before they can cause damage to your organization. It

[ J
serves as a key indicator of your company's human firewall strength, which is often the last line R p t g
6 2 of defense against sophisticated cyber attacks that may bypass technical security measures. e o r ' n
L[] [ d [ J
« Gamification
Scoring Evolution Monthly Yearly Scoring Influencers ° Awa ke n e SS S C O ri n g *

s MUV - Locally fine-tunned Al to

Eleanor Schamberger Josh Stamm PhD

° *
Improve Learning
a Susan Thompson Javier Hoeger

Sam Runolfsson Florence Larkin DDS

Dolores Nicolas IraHansen

Jul Aug * Coming Soon / on our roadmap

Janet Adams Henry Zboncak




Administrators’ dashboard

=
( Q ) AWAKENESS.Al
v/

Dashboard

Bl My Organization
© Simulations

RY LearningHub
~ Reports

Help Center

Hi Gabriel Avramescu

-w Licensesinuse:10/20

Simulation Events

1 T T
08.10 09.10 09.10

Sent

Show: All Campaigns ~

T ]
10.10 10.10 11.10 11.10 12.10 12.10 13.10

Opened Clicked . Submitted Reported

Submitted

Clicked

T T
13.10 14.10

Failed

14.10

Last1week -

AWAKENESS. Al
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Phishing Simulation’ view

w Hi Gabriel Avramescu

Microsoft Teams » Results
shboard

My Organization
Simulations
Submitted

Learning Hub

Reports Clicked

Help Center Totals

Position Last Action
John Doe john.Doe@awakeness.ai HR Manager Clicked
Bill Doe bill Doe@awakeness.ai Support Engineer Opened
Janet Smith janet.Smith@awakeness.ai Submitted

Susan Thompson susan.thompson@awakeness.ai Support Engineer Clicked AWAKE N ESS ,AI
Intelligent Cybersecurity Awareness




Learning Hub Reporting

(@) waceness.a Hi Gabriel Avramescu
N

Dashboard Simulations  Learning Hub

My Organization

Learning Hub Events Last 1week ¥
Simulations
Learning Hub

A7 Report

° Help Center Totals

B Assigned 10

08.10 09.10 09.10 10.10 10.10 .10 11.10 12.10 12.10 13.10 13.10 14.10 Assigned

Assigned @ Started Passed Failed

Last Action Date «

Days Overdue Course Event Name Email Department Location Last Action Date

L1-Social Engineering Basics Failed Christian Anderson christian Anderson®@awakeness.ai ales Manager UK 2024-10-151

L2 - Impersonation Passed Christian Anderson christian. Anderson@awakeness.ai Sales Manager UK 2024-10-1515:48
L1 - Social Engineering Basics Failed Charles Gates charles.gates@awakeness ai Bussiness Development Manager UK 2024-10-1515:48
L2 - Impersonation Passed Charles Gates harles. gates@awakeness ai Bussiness Development Manager UK 2024-10-15 15:47

L2 - Phishing si Quishing Failed Gabriel Avramescu gabriel@awakeness.ai CPTO Romania 2024-10-11 08:59

Rows per page 5 1-5of 28

AWAKENESS. Al
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AWAKENESS. Al Hi Gabriel Avra

Dashboard

mescu

Beginner - L2 - Impersonation
l_!l Learning Hub @ mpe tio CEQ or IT Suppo. 104

[ Due: 4/6/2025,2:26:47 PM

 Progress: 414

Beginner -L2- Phwshmg siQ..
M , i @

 Progress:6/6

S
EN SpS ~

Beginner - L1- Social Engine..

5 Due: 2:26:45PM v Progress: 7/10

Assigned to you

Reports

Completed

2 of 3 courses

User Rankings
Name

Christian Anderson

Beginner - L2 - Impersonation

Courses

Course Completed

Ranking

2

Top Scores

Gabriel Avramescu
Charles Gates
Eleanor Hansen
John Doe

Susan Thompson
Janet Smith

Janet Adams
Christian Anderson

Bill Doe

Beginner - L2 - Impersonation

Courses

Fake Support Calls

Welcome to our cyber security awareness video.

@ +/ CEO Fraud: The ‘Message from the Boss’ Scam

v Course Stats

A} Fake Support

@ v Fake Support Calls - Cyber Security Awareness

@ v/ Fake Support Calls - Cyber Security Awareness Quiz
A CEOFraud

@ v/ CEOFraud: The 'Message from the Boss’ Scam

\/ Course Stats

AWAKENESS. Al
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Locally fine-tunned Al to Improve Learning’

Cam

|
Job Role

Work Relations

Generate Custom Learning and
Simulations

Gather Feedback
& Progress Tracking

Learning Results and User Profiling and
Simulation Interaction Personalization

Risk Scoring

Contextual
Recommendations

Company Industry

Many Others

AWAKENESS.AI
&5 O nour rOadm a p Intelligent Cybersecurity Awareness



How we will use Al to Improve Learning - working prototype

/.-""' ) _""'\\

[ £ \ AWAKENESS.AI

\ J
\, ,/’

The scenarios based on your profile and risk score are being generated, please
wait...

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee



How we will use Al to Improve Learning - our prototype

.l AWAKENESS.AI

Scenario 3 of 5

You're working late one night when you receive an email from your supervisor
requesting immediate transfer of funds to a vendor. The email seems slightly off, the
language is informal and rushed which is unlike your boss.

How would you handle this request?

Transfer the requested funds immediately as the email Verify the request through alternative communication method
came from your boss. with your supervisor.

Feedback:

This choice is incorrect. It's not safe to transfer funds based solely on an email request, even if it seems to
be from a superior, due to the risk of phishing scams. Always verify such requests directly through a different
communication channel.

AWAKENESS. Al
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Let’s conclude..

AWAKENESS. Al
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Food for
Thought

AWAKENESS.AI
Intelligent Cybersecurity Awareness



You are welcomed to test our platform!

-ILE

E;ci. 5

T&

!-.-n.u-..

https://www.awakeness.ai
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