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Let’s talk 
about 
Dave!



Let’s begin by 

reading the press



• SIM swap attack to gain control of an employee’s phone number and text messages

• Gain access to multi-factor authentication (MFA) codes needed to log in to an organization. 

Source

https://techcrunch.com/2018/08/20/what-happens-when-hackers-steal-your-sim-you-learn-to-keep-your-crypto-offline/
https://techcrunch.com/tag/multi-factor-authentication/
https://techcrunch.com/2022/03/23/microsoft-lapsus-hack-source-code/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAANe_e9co6e4haa2Ris1qdjCWFysCwldQcIWQRhDM2Dovpgy7MjtAZhMnbWQlG8YO_mLGEHedmDau0lyf5-KFaAgFbsxFYEHOAkeofmac8__45oLoGNKZi567RPvqu2Zf9wvVWLkTw66z12C-5qfG9PRtbFEOKv-W5oJDBdb4XVCv


Deep Fake Impersonation 

• Vishing was used to 
compromise the 
company. 

• AI was used for voice 
cloning.

• The cost: over $100 M 
overall for MGM to 
restore its services 

• $15M as ransomware for 
Caesars

https://www.techtarget.com/searchunifiedcommunications/definition/vishing


Deep Fake Impersonation - Whaling 

and Vishing
• Attackers used deepfake 

video technology and all 

participants of the call 

were in fact synthetic 

generations

• The video call was with 

his CFO and other 

“employees”



Fileless malware



Fileless Malware
• Lives in Memory

• Evasion Techniques – challenging to be 
detected

• It requires behavior-based detection 
strategies



AV Scan Results: Before 

obfuscation 10/26



After 4/26

With AI obfuscation 3/26



ZIP encrypt it first ”due to GDPR”. Send the password via 

LinkedIn or other communication channel



Demo Time – 
phishing: fileless 

malware



Phishing. Old but 

gold



What about phishing…

• More difficult since 2FA but still possible using 

reverse proxy and session hijacking

• More and more the need for proper security 

awareness required and phishing resisting MFA

• Still very spread and used 



Source

‘”SANS disclosed a security breach which was the 
result of  a successful phishing campaign.”

https://www.sans.org/blog/sans-data-incident-2020-indicators-of-compromise/


Demo – phishing: 
MFA and session 

hijacking



Challenge. Spot the 

difference



Spot the difference

https://github.com∕kubernetes∕kubernetes∕archive∕refs∕tags∕@ad

ditionalresources.zip

https://github.com/kubernetes/kubernetes/archive/refs/tags/addi

tionalresources.zip

https://github.com∕kubernetes∕kubernetes∕archive∕refs∕tags∕@additionalresources.zip
https://github.com∕kubernetes∕kubernetes∕archive∕refs∕tags∕@additionalresources.zip
https://github.com%E2%88%95kubernetes%E2%88%95kubernetes%E2%88%95archive%E2%88%95refs%E2%88%95tags%E2%88%95@v1271.zip/
https://github.com%E2%88%95kubernetes%E2%88%95kubernetes%E2%88%95archive%E2%88%95refs%E2%88%95tags%E2%88%95@v1271.zip/


Demo – phishing 
.zip domains



Let’s get physical! 

The “keyboard”



Remember the 
Duck. Rubber 
Ducky!

• Looks like an USB stick 
but it emulates a USB 
keyboard — which 
means it accepts 
keystroke commands 
from the device just as if 
a person was typing them 
in.

• Since it’s a keyboard, it 
may bypass most of 
USB Lock software 
(they are mostly 
configured to block USB 
Storage)



But, nobody 
trusts USB 
sticks 
nowadays!

But what 
about a 
mouse? 



What about a charging cable? O.MG indeed!



Demo – “can you, 
please, charge my 

phone?”



How Awakeness.AI 

can help?



What is Awakeness.AI 

Intelligent 
cybersecurity 

awareness 
startup

Use AI and data 
science to 

improve employee 
cyber resilience

In compliance with NIS2 and DORA



Some of  the features

• Multi-language support 

including Romanian

• Learning Hub Library

• Simulated Phishing 

Attacks

• Tracking, Evolution & 

Reporting

• Gamification 

• Awakeness Scoring*

• Locally fine-tunned AI to 

Improve Learning*

* Coming Soon / on our roadmap



Administrators’ dashboard



Phishing Simulation’ view



Learning Hub Reporting



Users’ view



Locally fine-tunned AI to Improve Learning*

* On our roadmap



How we will use AI to Improve Learning - working prototype



How we will use AI to Improve Learning - our prototype



Let’s conclude..



Food for 
Thought

CFO: What happens if  we 
train them and they leave? 

CEO: What happens if  
we don’t and they stay?



You are welcomed to test our platform!

gabriel.avramescu@awakeness.aihttps://www.awakeness.ai


	Introduction
	Slide 1
	Slide 2
	Slide 3

	Past Examples
	Slide 4
	Slide 5
	Slide 6
	Slide 7

	Filess malware
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13

	Phishing
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20

	The mouse and the keyboard. OMG Cable
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25

	Awakeness.AI
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35

	Awareness and Final
	Slide 36
	Slide 37
	Slide 38


